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Abstract

Datavolumeandprivagy issuesareoneof problemgrelatedto large-scalgaclet capture.Utilizing
flow natureof Internettraffic can reducedatavolume. Reming sensitve information suchas IP
addressesnchangegprivagy. Our methodmakespossibleto have samereplacementaluefor givenIP
addres®venif capturdocationor timeis different.

Problemsin packet capture?

o Datavolume

— pre-filteringandprocessingn capturecard
— persistenstorageproblem

e Dataprivagy

— pacletsincludesensitve datain

= header
x payload
— TLS, SSHandIPSechelpsfor payload

Packet capture,why to do it?

e Measuresumeffectof multiple

— users

applications

operatingsystems

protocols
— hardware

e with one(or afew) device(s)
e to provide datafor

— analysis
— simulation
— models

Otherauthorinformation: Email: Markus. Peuhkuri@hut:fiTelephone#+358-9-4512467;Fax: +358-9-4512474;Homepage:

This work is supportedy Academyof Finlandcontractfor projectMI2TTA.


http://www.iki.fi/puhuri/

Compressionby flows

e Bettercompressiomateif you utilize structureof datathanif datais “just bits”
— RFC1144RFC2507
e Datain flows (5-tuple)

TCP sequenceacknumbergroceedpossiblysamesize
UDP possiblysamesize

1. keeptrackof every active flow (largeid space)
2. compardo previouspaclet
3. shortcodesfor commoncases

What data not to include

¢ |P identification+ fragmentword

— changesandomly
— for moststudiesno-use
— adds32 or 0/24/40bits for eachpaclet

e checksums
— nouseafterwards,just checkif ok (if possible)
¢ lengthandheadelengthfieldsimplicit

e TTL fieldandTOS/DSbyte shouldbe constanin aflow
= recordchanges

What is sensitve

Personidentification identifiescommunicatiorpartiesto a singleperson(or one’s family)
= IP address

Application identifier TCP/UDPportnumbers-whatapplicationsareused

Payload

If you opena protectednessageor learnthe contentof amessager learnthata messagés
sentor receied.

= violation of communication secret

= afine or maximuml years 3 if specialdeviceis used

How to keepaddresssecret

‘ secret key = [ MD5 ] Fbwﬁsh key, 128 bi}\
‘ 32 bit of key ‘ %[ ECB H encrypted valu4
—

hash table index
replacement addres%

data
structure




Steps

Initiate encryption(blowfish), thenfor eachlP address

1. Encrypt
2. Checkif in hash,if notthen

(a) insertinto hash

(b) write outrecordto stream

3. Replaceeal IP with 8 bits of clearand24 bits from encrypted

= codelP

On decoding(off-line) eachtime encryptionrecordis found

1. Checkif known mappingsecret=- anonlRif notthen

(a) pick randomunusedP from thatnetwork
(b) store(secret,anonlPp (persistentfatabase

(c) maintainhashtableof codelP=> (secret,anonlPnapping

ReplacecodelPwith anonlPin headers

Possibledisclosure

Discloser

capture

Performance
Compression Size[MiB] Time[s] Pkts/s
none 4,886 - -
gzip 2,218 5108 9,120
anon+flav 770 1,374 33,906
anon-+flav+gzip 318 2,023 23,028
plain 1759 - -

Conclusions

Utilize flow natureof traffic

Compressiomnddesensitizatiomeeded

in compression

Desensitizationvorks, but vulnerableto choisen plain-text

= Somecontrolto tracearchivesneeded

Samereal IP mapsalwaysto the sameanonlP if secrefs thesame

= Possiblao relatemeasuremenis multiple locations

e Performancéeasible alsomemoryrequirements



