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Intro duction

Problem: Ho w to assess the relative p opula rit y

of Internet applications such as the W eb o r

net w o rk games.

P ossible app roaches:

� P opula rit y lists |The list ma y b e biased

b y paid placements. It only includes the

most p opula r. What ab out usage of less

p opula r?

� Logs of activit y |go o d, but fo r one p opu-

lation of users. They ma y not b e available

o r di�cult to obtain.
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Our App roach

T rack the use of Domain Name Server (DNS)

lo okups fo r the servers used b y an Internet

application|W eb servers, game servers, data

servers.

Do so b y " p oking " at the contents of Lo cal

Domain Name Servers (LDNSs) caches, which

sto re info rmation ab out what DNS lo okups have

recently b een p erfo rmed b y users of the LDNS.

A p ok e checks whether o r not a server name

reco rd is currently cached at the LDNS.
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Available Info rmation

Can determine the relative p opula rit y of a server

name b y measuring the

1. cache hit ratio of the name over time

2. cache gap interval fo r mo re p opula r servers

to infer request a rrival intervals.

A ttractive b ecause it can b e applied to any In-

ternet application that uses distinguished server

names and p erfo rms DNS lo okups on these

names as pa rt of use.

Cannot b e used to measure p recise usage in-

fo rmation.
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Metho dology
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� P erio dically p ok e at the cache with non-

recursive DNS queries , which do not p ollute

the cache.

� Use a p erio d co rresp onding to the autho r-

itative time-to-live (A TTL) fo r the server

name (e.g. 5 min).

� Reco rd the existence and the TTL of cached

entries.
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Analysis

� Compute the cache hit ratio over time.

� Can use the TTL value of successive p ok es

and the A TTL to determine the cache gap.

� Intuitively the smaller the cache gap, the

mo re frequently the server is requested .

� If request intera rrival times a re exp onen-

tially distributed then the measured cache

gaps will have the same distribution.
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Compa rison of T echnique with Kno wn

DNS Requests

Obtained a log of DNS queries to the p rima ry

WPI DNS server fo r 28 continuous hours of

mid-w eek activit y in Ap ril 2003.

F o cus on requests b y WPI clients fo r non-WPI

servers.

Applied our technique to this log to compa re

it with kno wn request distribution.
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Compa rison Results

Use a Cumulative Distribution F unction (CDF)

to compa re the measured Cache Gap with the

kno wn Request Interval.

Cache Gap (sec) Request Interval (sec)

Server/A TTL Med Mean StDev Med Mean StDev

www.go ogle.com/5m 11.0 25.5 56.0 8.0 14.3 25.7

www.y aho o.com/30m 3.0 3.0 4.1 20.0 32.0 42.3

www.cnn.com/5m 38.0 42.5 35.6 30.0 52.2 64.7
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Go o d co rresp ondence fo r most servers, but p e-

rio dic application requests cause p roblems fo r

the technique.
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P otential Issues

� Cached reco rds a re 
ushed from a LDNS

cache b efo re they expire |a p roblem, but

do es not o ccur often and can b e detected

in analysis. Can also insert additional p ok es.

� LDNS caches a non-autho ritative reco rd

with a TTL less than A TTL. Simila r p rob-

lems and solutions as p remature 
ushing of

reco rds.

� P otential denial-of-service (DOS) attack if

queries a re to o frequent. A t most w e gen-

erated three requests p er minute where WPI

DNS server handles 5000 requests p er minute.

� Privacy concerns . Could p otentially co rre-

late this technique with other data ab out

users on a system.
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Identi�cation of Lo cal DNS Servers

Generally found autho ritative Domain Name

Servers that also serve as LDNSs. F our cate-

go ries with �ve LDNSs tested in each.

1. Commercial sites ( com )

2. Educational sites ( edu )

3. ISPs serving commercial sites ( isp com )

4. ISPs serving home customers ( isphome )
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Application Domains

Can apply to any application that uses distin-

guished server names requiring a DNS lo okup.

All tests fo r app ro ximately a one-w eek p erio d.

Applications used in this study:

� W eb sea rch servers

� W eb site traversal| www.cnn.com site

� Streaming content

� Net w o rk games|W a rCraft/Sta rCraft, Game-

Sp y

� Grid computing|distributed.net, seti@home

11



W eb Sea rch Servers fo r isp com1

CDF of measured Cache Gap (sec):
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CNN W eb Site T raversal fo r isp com1

CDF of measured Cache Gap (sec):
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Net w o rk Games

Cache Hit % and median measured Cache Gap

(sec):

Server/A TTL Hit % 12h Hit % Median

LDNS: edu5

useast.battle.net/12h 92.9 92.9 921.5

usw est.battle.net/1h 14.5 76.9 14690.0

master.gamesp y .com/1h 33.7 100.0 2316.0

LDNS: isp com1

useast.battle.net/12h 100.0 100.0 11.0

usw est.battle.net/1h 91.6 100.0 102.0

master.gamesp y .com/1h 98.2 100.0 12.0

LDNS: isphome1

useast.battle.net/12h 100.0 100.0 150.0

usw est.battle.net/1h 86.7 100.0 168.0

master.gamesp y .com/1h 87.3 100.0 150.5
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Summa ry

Can infer relative p opula rit y of Internet ap-

plications b y observing the p resense of DNS

reco rds fo r distinguished server names.

Metho dology can b e emplo y ed fo r any server

and at any LDNS fo r which access is available.

Cache hit p ercentage is a rough measure of

p opula rit y with the measured cache gap as an

app ro ximate measure of the request interval

fo r mo re p opula r servers.
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F uture W o rk

� Other application domains|Instant mes-

saging, CDNs

� Examine metho dology fo r identifying LDNSs|

p ossibly use LDNSs identi�ed from DNS

logs.

� F urther validation of the metho dology with

kno wn LDNS logs.

� Study inference of p opula rit y from other

t yp es of caches such as W eb caches.

� Study p rivacy exp osure in using this ap-

p roach.
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